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Who owns it?

ARAB FUND FOR ECONOMIC
£ SOCIAL DEVELOPMENT

<“The donor?
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Sources: ICARDA; donor websites; Unsplash, rawpixel, @ rawpixel



Big data

Who owns it?

If the donor agreement is not yet signed,
negotiate the intellectual property
clause...

If the donor agreement is already signed,
be a detective... look at the donor
agreement’s clause on intellectual
property...

icarda.org



Big data
Who owns it?

Examples of good IP clauses

All intellectual property rights, including copyright, in the outputs
produced under this Agreement are vested in the Donor, including,
without any limitations, the right to use, publish, translate, sell or
distribute, privately or publicly, any item or part thereof. The Donor
hereby grants to ICARDA a non-exclusive royalty-free license to use,
publish and distribute the outputs delivered under this Agreement for
non-commercial purposes, provided that the Donor is acknowledged as
the source and copyright owner.

icarda.org

In plain English:

The data belongs to the

Donor. ICARDA has a right

to use the data:

e for non-commercial
purposes, and

e aslong as ICARDA cites
the Donor as both the
owner and the source of
the data



Big data

Who owns it?

Examples of good IP clauses

Any data or data sets, both hard and electronic copies, and other
intellectual property generated as part of the activities, shall be the joint

property of the Donor and ICARDA....

icarda.org

Source: Unsplash, rawpixel, @ rawpixel

In plain English:

The data belongs to the
Donor and ICARDA.
ICARDA has a right to use
the data for any purpose.



Big data

Negotiate!

Make sure the agreement says you have a
right to use the data in the ways you want to
use it

“If it isn’t in the agreement, it doesn’t exist”

icarda.org
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Big data

Who owns it?

Even if the donor agreement allows ICARDA to use it, what do your
sub-agreements/consultancy agreements say?

icarda.org Source: Wikimedia Commons, Creative Commons.
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Entity performing
4 Jata collection?

' Who owns it?

\ :
Entity paying for (N
data collection? LM
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Sources: ICARDA; donor websites; Unsplash, rawpixel, @ rawpixel



Big data

Who owns it?

Do your organization’s sub-agreement read something like this?

“All rights to any intellectual property resulting out
of the Research shall be owned jointly and severally
between the parties each party ...”

The parties own the data together

icarda.org
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Big data

' ... or maybe something like this?

“All intellectual property created by you will be automatically
owned by ICARDA, which shall grant you a royalty-free, non-
exclusive right to use such intellectual property provide that you
fully acknowledge ICARDA as the owner of such intellectual

property...”
ICARDA owns the data

icarda.org 14



Big data

Negotiate!

Make sure the agreement says you have a
right to use the data in the way you want to
use it

“If it isn’t in the agreement, it doesn’t exist”

icarda.org

dd4d 4
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Big data
But how can that be?

(1 Donor agreement says
ICARDA can use it

(1 ICARDA’s sub-agreement says
ICARDA can use it

What else could possibly be required !?

icarda.org
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Big data
Just because you own it
contractually,

doesn’t mean you can use it
legally or ethically
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Data protection

Legal and ethical obligations to protect
the privacy of individuals

“Centers are in a position of trust. Mishandling personally
identifiable information could very much have consequences on the
work that they do.” — Rodrigo Sara, CGIAR Big Data Platform, IFPRI

icarda.org 19
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But if the law doesn’t require you to protect people’s
privacy, so what?

s this just a bunch of the lawyers getting a bit too
excited?

20
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Cambridge
Analytica
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Revealed: Aleksandr Kogan collected
Facebook users' direct messages

People who logged into This Is Your Digital Life shared their news
feed, timeline, posts and messages

A Aleksandr Kogan's app harvested data not only from the installer, but also from all their Facebook friends.
Photograph: University of California Berkely

https://www.theguardian.com/uk-news/2018/apr/13/revealed-aleksandr-kogan-collected-facebook-users-direct-messages
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https://variety.com/2018/digital/news/facebook-congressional-hearings-mark-zuckerberg-business-analysis-1202755118/
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Facebook fined £500,000 for Cambridge
Analytica scandal

Facebook is dealt the maximum pre-GDPR fine for the Cambridge Analytical
data scandal

icarda.org Facebook has been hit with a £500,000 fine by the UK's Information 24

Commissioner's Office (ICO) for "serious" breaches of data protection laws
https://www.alphr.com/node/1010093/facebook-fined-cambridge-analytica-scandal




“590-60m Facebook profiles were collected
by Cambridge Analytica in a 2-month
period’ - Christopher Wylie

£ =18
Cambridge Analytica whistleblower: 'We spent
S1m harvesting millions of Facebook profiles'

© . . E
) - . 2 May 2018 at 8:01pm
= Data firm Cambridge Analytica closing

down following Facebook scandal

Cambridge
Analytica

icarda.org 25

Source: https://www.itv.com/news/2018-05-02/data-firm-cambridge-analytica-closing-down-following-facebook-scandal/



But it wasn’t the scale that was the
issue ... it was the lack of clear,
informed consent from millions of

Facebook users

icarda.or
& https://www.itv.com/news/2018-05-02/data-firm-cambridge-analytica-closing-down-following-facebook-scandal/
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ymmissioner

"We considered these contraventions to be so serious we imposed the
maximum penalty under the previous legislation," said Information
Commissioner Elizabeth Denham. "The fine would inevitably have been
significantly higher under the GDPR. One of our main motivations for taking
enforcement action is to drive meaningful change in how organisations
handle people's personal data.

https://www.alphr.com/node/1010093/facebook-fined-cambridge-analytica-scandal
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Big data

Bearch

English |
“ European | £ m |
Commission

Home > Law > Law by topic > Data protection » Reform > Whatis

What is personal data?

Personal data is any information that relates to an identified or
identifiable living individual. Different pieces of information, which
collected together can lead to the identification of a particular person,

also constitute personal data.

Personal data that has been de-identified, encrypted or
pseudonymised but can be used to re-identify a person remains

personal data and falls within the scope of the law.

Personal data that has been rendered anonymous in such a way that
the individual is not or no longer identifiable is no longer considered
personal data. For data to be truly anonymised, the anonymisation must

be irreversible.

https://ec.europa.eu/info/law/law-topic/data-protection/reform/what-personal-data_en
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Big data

Examples of personal data

English | Bearch
m European | 4 m |
Commission

Home > Law > Lawby topic > Data protection > Reform > Whatis personal data?

What is personal data?

a name and surname;
a home address;
an email address such as name.surname@company.com;

an identification card number;

location data (for example the location data function on a mobile
phone)*;

an Internet Protocol (IP) address;

a cookie 1D*;

the advertising identifier of your phone;

data held by a hospital or doctor, which could be a symbol that
uniquely identifies a person.

https://ec.europa.eu/info/law/law-topic/data-protection/reform/what-personal-data_en
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Big data

. English m | Bearch
m Conria | : - B
Commission

Home > Law > Lawby topic > Data protection > Reform > Whatis personal data?

What is personal data?

Examples of data not considered personal data

= a company registration number;

« an email address such as info@company.com;
= anonymised data.

https://ec.europa.eu/info/law/law-topic/data-protection/reform/what-personal-data_en
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GDPR Checklist

FOR CENTERS, DOES GDPR APPLY?
L 2
Big data

persanally identihable
information?

Yes Mo
l |
Are you collecting
information from a

natural persen physically
located in the EU?

Yes No
l |
Are you offering goods/

services to people/
entities in the EU?

Yes Mo
Are you monitoring the
behavior of data subjects Source: Wikimedia Commons, Creative Commons.
inthe EU?
Yes No

Are you processing
information on behalf of

an EU-based entity?

Yes Mo

icarda.or . - 31
& GDPR applies to you GDPR does not apply
Source: CGIAR Platform for Big Data in Agriculture, online training session “Introduction

to GDPR”, https://bigdata-cgiar.course.tc




Can you use the data?

EU General Data Protection Regulation

L Protects personal data of living people
0 Came into effect in May 2018
L You can only process personal data if:

1.

w

icarda.org

understand \ a%(ee
. itis “necessary for the performance of a contract” that the individual has

the individual has freely given consent and your request was easy to 3

signed %( e

: SO
the law requires you to Q \ o\
it is necessary to protect the “vital interests” of the individual or someone

else

. itis necessary for a task carried out in the public interest

legitimate interests of your organization or a third party, unless they go

against fundamental, individual rights & freedoms (like right to privacy)

32



Can you use the data?

EU General Data Protection Regulation

Assume you need to seek o

. \ 2 \
consent ... every time your Q\(&.\Sa%(ee
organization collects data




Can you use the data?

EU General Data Protection Regulation

Provides significant protection to individuals!

d Right to be forgotten

d Right for individual to receive his/her personal data in a structured,
commonly used and machine-readable format

J Obligation to inform individual of a data breach within 72 hours

112" Jata breach = use of personal data outside the scope of the consent given >



Google loses landmark 'right to be
forgotten' case

Businessman wins legal action to force removal of search results
about past conviction

¥, 4°, O.S)

icarda.org ' .g

https://www.theguardian.com/technology/2018/apr/13/google-loses-right-to-be-forgotten-case




EU General Data Protection Regulation

(J Has “extra-territorial” effect/effect outside of the EU

J Applies automatically; no need for national implementing laws

(1 Penalties of up to 4% of annual global turnover or €20 Million
(whichever is greater)

icarda.org 36



And if you can use the data...
EU General Data Protection Regulation

General principles

d Use if a lawful, fair and transparent way

d Use only for specified, explicit, legitimate reasons

d Collect the minimum amount you need for your purpose

d Keep it up-to-date and take reasonable steps to
wraaog  €FAse out-of-date data

37



And if you can use the data...
EU General Data Protection Regulation

General principles (cont’d)

d Keep it in a from that only allows for the individual to be
identified for as short a time as possible

J Put in place appropriate security

(d And be able to show that you are complying with all of the above

icarda.org 38



RIPPLE EFFECT OF GDPR
L Big data

The European Unlon’s General Data Protection
Leglslation Is adopted In Aprll 2016

Japan’s Act on

the Protection China’s Data India’s Srikrishna
of Personal Privacy Standard Committee
Information
ASIA

Brazil's Bill on
the Protection of
Personal Data

Colorado Data
Privacy Law California Consumer

Privacy Act

AMERICAS

UK Data Protection Bill

EUROPE

Source: CERB analysis.

icarda.org

£ 2008 Gartner, Inc. and/or its affiliates. All rights reserved. DP1E1821



RIPPLE EFFECT OF GDPR

Big data

Beware!

Data protection obligations placed on you as a researcher through donor
agreements...

fm‘ UK Research
 USAID o/ QSAIP}LE and Innovation
J BBSRC

1 UKRI BBSRC

blosaence for the future

It is your responsibility to work with your grant manager to understand the terms and
conditions, and make sure you can comply with them. If you know you cannot
comply, it is essential to re-negotiate the terms before the contract is signed.

icarda.org 40

Sources: ICARDA; donor websites



Big data

v' Draft CGIAR Data Protection Policy and Guidelines, will be
consistent with the requirements of the GDPR and will apply to
all Centers irrespective of geographic location of the data subject

v" CGIAR Platform for Big Data in Agriculture, draft Big Data
Platform Guidelines (*voluntary and aspirational™)

v' ICARDA’s roadmap, working towards full GDPR
implementation by end 2019 (project lead: Hashem Abed)

icarda.org 41



' Draft CGIAR Big Data Platform Guidelines

. . E‘LA Platform for
 In draft form, still subject to change 2 | Big Data
CGIAR in Agriculture

 Voluntary and aspirational for Centers httos://bigdata.ceiar.ora/

1 Big Data Platform webinar in mid-December
2018 to introduce the current draft

icarda.org 42



Draft CGIAR Big Data Platform Guidelines

 Collect the minimum amount of data you need
(ask yourself: is this data really needed for the

project? Is there truly a legitimate, scientific reason
for me to collect this data?)

Plattorm ftou

Big Data

~

G r‘.'adﬂaf_
e

A\

https://bigdata.cgiar.org/

J Weigh the scientific interest against the potential

legal and reputational consequences of personal
data disclosure

1 Create a data lifecycle plan (collection, storage,
sharing, archiving and destruction)

icarda.org
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Draft CGIAR Big Data Platform Guidelines

1 Be transparent with your research subjects on how
the data will be used ‘::Eéé:ﬁ Platform for
ol [y ==
CGIAR
1 Use plain language when you seek consent from

your data subjects https://bigdata.cgiar.org/

1 Obtain prior informed consent (maybe verbally or in
local language)

icarda.org
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Draft CGIAR Big Data Platform Guidelines

J Anonymize whenever possible (strip out the

personal data) E‘!’A Platform for
%ﬁ Big Data
in Agriculture
CGIAR ’
d If you cannot anonymize, pseudonymize (encrypt,
de-identify) https://bigdata.cgiar.org/

J Don’t be shy to ask for help from subject matter
experts

icarda.org 45



Lancaster E=3 ) ) T
UIllVCl‘Slty W= RES = Academic Rasearch = Busingss Participate in Research
me Reswarch Research Services search Integrity, Data Frotection GUFH What resaan r5 Read to K

v’ Even if data has been pseudonymized
(with identifiers removed or ecrypted),
where the dataset and identifiers are still
held by the same organization, it is still
personal data

http://www.lancaster.ac.uk/research/research-services/research-integrity-ethics--
icarda.org governance/data-protection/gdpr-what-researchers-need-to-know/
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Othe r resou rces Sadaih. | | |
Ul'l_'ll'VCl'Sity 4 8 HES - Acadermic Hesearch = Business Participatein Hesearch

Heman feasamreh  Rpsearsh Sacvieas O Rasearch ntegeity, Frhics & Governsnes  Date Prateetion DODTE WG 135657TNAMS naed 10 KW

GDPR: What Researchers Need to Know

The EL General Dara Protection Reguladon (Z0PR) end nev: Date Protection Act come infa force an 25 Meyand is
suppiomentcd oy the URCs new Dafa Profeckion AcF 20H2. Baih apely in the UK ana wil inflienee rosasrch imailving parsonal daks.
8o whal's nhanging for you 85 3 ressamher?

v’ Display more detailed privacy
information about research projects
where people will notice it

v’ Use participant information sheets (PIS)

v’ Include privacy information
on project websites

v' Make your participants
aware of this information

v if your participants cannot read,
you must adapt your PIS

http://www.lancaster.ac.uk/research/research-services/research-integrity-ethics--
icarda.org governance/data-protection/gdpr-what-researchers-need-to-know/ 47




Othe r resou rces Sadaih. | | |
UI'L'['VCI'SRY 4 8 HES - Acadermic Hesearch = Business Participatein Hesearch

Heman anaarch  Ressarch Sacviess O Raasarch integeity, Friics & Governanes - Date Prateetion CODR WA (3966700805 need 10 KW

GDPR: What Researchers Need to Know

The EU General Dara Protection Regulation (CD0PR) end nev Date Prefection Act come into force on 28 Meyand is

v’ Researcher using secondary data
sets that were not collected at e —
Lancaster and contain personal
data should ensure the
participants were supplied with
relevant information at the time of
the data collection

Cambridge Analytica
did not do this!

v' Ethical approval should be sought
before analysis starts

http://www.lancaster.ac.uk/research/research-services/research-integrity-ethics--
icarda.org governance/data-protection/gdpr-what-researchers-need-to-know/ 48




O t h e r re S o u rc e S g Eﬁ‘}ﬁ%ﬁ University Secretary's Office

lllllllllllll

il are aware, and have a basic understanding, of the changes that will come with the GDPR, and
ia doing fo becoms GDPR compliant. Reading this webpags is a good start!

u should continue o make sure that vou consider dada protection whenever you are handling people's personal data

iding not just students, bul applicants, staff, and anvbody slse whose personal data you are handling)).

v Not always possible to know exactly how you would like to
use the personal data collected as part of the research

v’ Using personal data for further research beyond the
original consent is permissible if the purposes of the
further use is compatible the original use

icarda.org 49
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Who owns it?

icarda.org

ARAB FUND FOR ECONOMIC
£ SOCIAL DEVELOPMENT

Individual from whom
data is collected?
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Sources: ICARDA; donor websites; Unsplash, rawpixel, @ rawpixel



P
' Thans you

andrea.nour@cgiar.org
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Source: Unsplash, Dhiva Krishna, @dhivakrishna
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